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	Description	 Highly Integrated ISO 14443A Reader IC 
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Philips Semiconductors
Short Form Specification Rev. 2.0 January 2002
Highly Integrated ISO 14443A Reader IC
MF RC500
9
PUBLIC
4 MIFARE
® CLASSIC RELATED ITEMS
4.1 CRYPTO I: Card Authentication
For correct authentication of MIFARE® Classic
products the fast CRYPTO 1 stream cipher is
available. The corresponding keys have to be
programmed into the secure non-volatile key
memory of the MF RC500.
Only two commands need to be sent by
application software to turn on CRYPTO 1
secured communication.
4.1.1 INITIATING CARD AUTHENTICATION
The correct key for the authentication has to be
selected from the secure internal non-volatile key
memory and loaded into the internal CRYPTO1
register. Next the authentication command is
transmitted to the card.
After receiving the first message token from the
card, the µ-Controller has to check the
communication status flags. If communication so
far has been successful the second part of the
authentication procedure can be started.
4.1.2 SECOND PART OF CARD
AUTHENTICATION
Data to be transmitted to the card in this phase
are generated automatically by the internal
CRYPTO 1 unit inside the MF RC500. To request
this action the according command has to be
triggered.
The card will respond with the second message
token. Then the communication status flags have
to be checked by the µ-Controller. If
authentication has been successful further
communication with a MIFARE® Classic card
continues CRYPTO 1 enciphered.


		















	Similar Part No. - MFRC500



	
	Manufacturer	Part #	Datasheet	Description
	

NXP Semiconductors	
MFRC500
	


599Kb / 110P	   The Original MIFARE reader solution

Rev. 3.4-11 February 2014
	
MFRC50001T
	


599Kb / 110P	   The Original MIFARE reader solution

Rev. 3.4-11 February 2014
	
MFRC50001T0FE
	


599Kb / 110P	   The Original MIFARE reader solution

Rev. 3.4-11 February 2014
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	Similar Description - MFRC500



	
	Manufacturer	Part #	Datasheet	Description
	

AMIC Technology	
A9261-A-000
	


83Kb / 2P	   13.56MHz ISO-14443A Reader Module

	
A9211B
	


266Kb / 15P	   ISO/IEC 14443A RFID TAG IC

	
A9213A
	


112Kb / 12P	   ISO/IEC 14443A RFID TAG IC

	

NXP Semiconductors	
MFRC53001T
	


828Kb / 116P	   ISO/IEC 14443 A Reader IC

Rev. 3.3-6 July 2010
	

ams AG	
AS3909
	


576Kb / 77P	   13.56 MHz RFID Reader IC, ISO-14443 A/B

	
AS3910
	


1Mb / 47P	   13.56 MHz RFID Reader IC, ISO-14443 A/B

	

NXP Semiconductors	
MFRC522
	


2Mb / 109P	   Contactless Reader IC

Rev. 3.2-22 May 2007
	
CLRC663
	


1Mb / 132P	   Contactless reader IC

Rev. 3.3-3 April 2012
	
SLRC400
	


759Kb / 101P	   ICODE reader IC

Rev. 3.3-23 March 2010
	

List of Unclassifed Man...	
RWM600
	


123Kb / 1P	   ISO/IEC 15693 READER MODULE
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